Jlas opasepiB Internet Explorer ta Chrome

Windows 7

Kpox 1

3aBaHTa)XyeMO apXiB 3 HOBUM cepTU(]IKaTOM «cacert-new.zip», po3nakoByeEMO HOro Ta
3amyckaemo (aitn «cacert-new-ex20371218.der».

Kpoxk 2
f Ceptudwmxar g‘

Ofuwme |Coctas | MyTe ceprudmkaum |

§ g Ceepenun o ceprimpnkare

3toT cepTwdMKaT npegHasHavaeTrca Ana:

* Bce NonMTHKK Bblaadm
* Bce NOAMUTHKK NPUMEHEHWA

Komy BbifaH: AS Client-Uz

Kem BoigaH: AS Client-Uz

DOeiicreutenen ¢ 11, 05, 2021 no 18. 12, 2037

SanBNeHNE NOCT aBWMKa

[ YCTaHOBUTL CEpTUOMKAT. .. ]

[ o ]

Hatuchytu «YcraHoBuTh cepTudikar...».

Kpox 3

-
Macrep umnopra ceprudukaTos ﬂ

Macrep umnopra cepTudpumkaros

7 3TOT MACTep NOMOraeT KONMPOBaTb CEPTUPMKATI,
o ‘ - CIUCKIA AOBEPUA M CIIMCKM 0T3bIBa CEPTUANKATOB C
e NOKaNbHOro ANCKAE B XPAHWNMLLE CEPTUDMKATOB,

CepTUdHKAT, BbIAaHHLIN LIEHTPOM CEPTUDMKALUIM,
ABNAETCA NOATBEPKAEHUEM BALIEN TMHHOCTH U
COAEPHUT MHDOPMELYIO, HEOBXOAMMYIO ANS 3aLUMTbI
A@HHBIX MM YCTEHOBNEHWS 3aLUMILEHHDBIX CETEBbIX
NOAKNIOYEHWA, XpaHunuLLe cepTuhUKaToB - 3T0
obnacTe cucTeMbI, MpeaHasHaYeHHas AN XpaHeHUs
CepTUHMKETOB.

[AnA NPOAOMKEHNA HEXKMUTE KHONKY “Aanee”.

< HRan Nanee > ’ MEHa

Hatucuyrtu «/lanee».



Kpox 4

[ | = |

Mactep »mnopTa cepTudukaTos el

Xpanwnuuie ceprudukaTos
XDBHWWIU.IB CEDTMdJVIKaTOB - 3T0 cucTeMHble obnacTu , B KOTOPbIX
XPaHATCA CEpTUOMKATDI.

Beibop xpaHunuwa MoxeT BbiTb nponsseaeH Windows aBTOMaTUYECKM, MM XKe
MOXHO YKa3aTb pasMelleHne cepTUOMKATa BPY{HYIO. BeiGop xpanunuwa cepTudukara

(7 Apzomasuuaciy BbIDPaTE XPAHUAMLWLE Ha OCHOBE TWNa cepTudMKaTa \ | BoibEpUTE XPaHUIMLLE CEPTHDMKATOB.

(@ MoMecTuTb BCe CepT aTbl B CNEAYIOIWLEE XpaHUnMLLe
R TED TUhUKATOB! e |
1€ LUEHTPbI CEPTUOMKALYM

0Ob3op...

{__| MpoMexyTouHbIE LEHTPbI CepTUdMKALM
[ 7] AosepeHHble MsaaTENM

L
{'ﬂn‘rud’mw:‘ru K KATANKIM HAT ARSI
< | m | )

[T NokasaTs dusuieame xpaHnnmwa

o< ][ omen ]

ﬂonpoﬁﬂee 0 XPaHWMULEaX CEQTMQ!KBTOB

< Hasaa ][ [fanee > ] [ OTMeHa

:Hasau !rﬂanee> ] [ OtmMeHa ]

Macrep vmnopTa cepTupukatos M

y‘r e cep w
XpaHUnMWa cepTUPUKATOB - 3TO CUCTEMHbIE 06M1acTH, B KOTOPBIX
XPaHATCH CepTUDUKATB.

Beibop xpaHunuwa MoxeT BbiTe npousseaeH Windows asTOMaTUHECKH, MK XKe
MOXHO YKa3aTh PasMelLEHNe CepTUDMKETE BPYHHYIO.

() ABTOMaTMYECKM BLIDPaTH XPEHWULLE Ha OCHOBE THNa cCepTUdMKATA
@ MoMecTuTh BCe cepTUDMKATDI B CNEAYIOWEE XPaHUIMLLE

XpaHunuie cepTUdUKaTos:
[loBepeHHble KOPHEBbIE LIEHTPb! CEpTUMOUKALIMN

MoapobHee 0 xpaHUIMWaX CepTUDUKATOB

= .~
[ <Mfanee> ] ZOTMena

Obpatu «IlomecTuts Bece cepTuUKaThl B ClEAYIONIEE XPAaHWIUIIE», HATUCHYTH Ha
«O030p...» Ta o0paTu «JloBepeHHbIe KOPHEBBIE LIEHTPHI CEPTUPUKALNNY», HATUCHYTU

«OK» Ta «/lanee».




Kpox 5

- S
Macrep umnopTa cepTuduKaTos [

3aBepluieHne MacTepa MMNopTa
ceptudmkaTos

Ve CepTidmkaT ByaeT MMNOPTMPOBAH NOCAE HAXATUR

o F KHonKku "ToToso",

= Bbinn yKasaHbl Cieaytolme NapamMeTpoi:

Xpanunuile cepTMdMKaTos, BbibpaHHoe nonb3oBaTene

Coaepxarue

Ny, > 4 J
- S —

OO6patn «XpaHwmiie CepTHPUKATOB, BEIOPAHHOE TOJI30BaTEIIEM» Ta HATHCHYTH
«l"'oToBOY.

Kpoxk 6

vy BHUITAAKY IIOIICPCIKCHHA CUCTCMU Oe3IeKn IIOIrOAUTHCS 3 BCTAHOBJICHHAM CCpTI/I(biKaTy,
Ha nuTaHHs «BbI X0THTE YCTAaHOBUTD CCpTI/I(bI/IKaT?» HaTHUCHYTH «I[a».

MpeaynpexaeHue o GesonacHocTi l]
loToBWTCA YCTaHOBKA cepTudMKaTa OT UeHTpa cepTudukaumm (LUC) &
J; 3TOM AOMEHE!
AS Client-UZ

He yaaeTca nposepuTs, 4To cepTudukaT npuHagnexut "AS Client-UZ",
Obpaturece k "AS Client-UZ" 1 nogTeepauTe ero npoMcxoxaeHue,
Cneayrowme 4ncna ByayT NoAESHBI 479 3HHOMD NPOLecca:

Otnevarok (shal) : 7T6CEB834 ECACTIBS 68AENICD 40553686 E254B2E3
Mpeaynpexaerue:

Ecnu yCTaHOBMTL A3HHBINA KOpHEBON cepTudukaT, To Windows
aBTOMaTUYeCKM ByAeT A0BepaTh Ar0BoMy CepTUDUKATY, BbIgaHHOMY
LC. ¥cranoska cepTudikaTa 623 0TNEYATKA MOXKET NPUBECTH K PUCKY

fesonacHocTi, "fa" yKasblBaeT, 4TO PUCK NPUHMMAETCA,

Y¥CTaHOBWTE AaHHBIA CepTudukaT?

Aa Her

Kpoxk 7

4 Y
Macrep umnopra ceptudukaTos ﬁ

103 VimnopT ycnewHo binosHeH.

)

L

Hatucuaytn «OK».



Windows 10

Kpox 1

3aBaHTaXXyeMO apXiB 3 HOBUM CEPTH(IKATOM «cacert-new.zip», po3nakoByeMO HOTo Ta
3amyckaemo (aitn «cacert-new-ex20371218.der».

Kpox 2

wh Ceptudmkar X

Obwne Coctas MyTs cepTudmKaLym

@a Ceepqenna o ceprindukare

Hert gosepna K 3ToMy y ceprudukary
uenTpa cepriud Yr1obbt b AOBepHe,
YCTaHOBMTE 3TOT CepTHdHUKAT B XpaHwimue
[OBEPEHHDBIX KOPHEBbLIX CEPTHPMKATOB LUEHTPOB
ceprnduKaLmm.

Komy BbigaH: AS Client-Uz
Kem BbigaH: AS Client-Uz

Oeiicteurenen ¢ 11.05.2021 no 18.12.2037

YCTaHOBUTb CEPTUDMKAT. .. 2

HatucHytu «YcTaHOBUTH cepTU(IKAT. .. ».

ARBNEHNE NOCT aBLWKS

Kpoxk 3

£* Mactep umnopTa cepTudukaTos

Macrep umnopra ceptupukaTos

3TOT MacTep NoMoraeT KONMPOBaTh CEPTUPMKAETLI, CIMCKIM A0BEPUS M CTIMCKM 0T3bIBa
CEPTUDMKATOB C NOKaNLHOr0 ANCKA B XPaHUAMWLE cepTUdHKETOB.

CepTUdMKAT, BblaaHHbIN LEHTPOM CEPTUOMKALWM, ABNAETCA NOATEEPKASHUEM BaLLE
MMYHOCTY M COAEPHUT MHDOPMELYID, HEODXOAMMYIO ANSA 3aUMTEI AaHHBIX MK
YCTAHOBNEHWS 3aLUMILEHHBIX CETEBbLIX NOAKMOYEHNIA, XPaHUNMILE CEPTUDMKATOB —
5T0 06NaCTb CUCTEMBI, NPEeAHA3HAYEHHas ANA XPaHEHNSA CePTUNKATOB.

PacnonoxeHue xpaHunuwa

(O NokanbHbiit KoMALIOTED

[lns NPOAOMKEHUA HAXXMUTE KHONKY "Aanee”.

G

O6partu «JIokanbHbIi KOMITbIOTEP» a00 «Texyiuii moias3oBaTesnby (y pa3l 0OMeKEeHHS
npu «JIokanbHbIN KOMIIBIOTEPY). HatucuyTtH «/laneey.



Kpox 4

€ &% Mactep uMnopTa cepTduKaTos

Xpauwnuue ceprudukaros
XpaHUIMLLE CepTUDMKATOB - 3TO CUCTEMHBIE 0BNacTH, B KOTOPbIX
XPaHATCR CEpTUDMKAETHI.

Windows aBToMaTHYecky BolbepeT XpaHUAnLLE, UK Bbl MOXKETE YKasaTb
pacrionoxeHne cepTUdUKaTa BpyuHYIo.

(O ABTOMATU4ECKM BLIBPATH XPAHWUAMLLE HA OCHOBE TMNA CEPTUMKATA
(®) MoMecTUTs BCe CEPTUDMKATSI B CEAYIOLEE XPAHUAMILE

XpaHUnuLLEe cepTMKATOB:

l Obzop...
Beibop xpannnuwya ceptudukata X
BoibepuTe xpaHunuuie cepTUHUKATOB, KOTOPOE Bbl
XOTMTE UCMONB30BaTh.
M4Hoe — A |
=| [loBepeHHbie KopHesbie LeH)pbl cepTrduKaLm h
A B Npeanpy
| TpoMexyTOuHbIE LEHTPbI CepTUBMKALYA
i | [loBepeHHble usaaTenu
i v
L0 CenTuhec AT 1€ KATANKIM HAT NARANLAC
< > Janee OtmeHa
= . ~
[Inokasate dusideckue xpaHunmwa
5] [ omee

Oo6patu «ITomecTuTh BCe CepTH(HUKATHI B CIICTYIOIIEE XPAHUIIUIIE», HATUCHYTH Ha
«O030p...» Ta oOpaTu «JloBepeHHbIC KOPHEBBIE IICHTPHI CepTUPUKAIINNY», HATUCHYTH
«OK» Ta «/laneey.

Kpox 5

€ &% Mactep umnoprta cepTudnKaTos

3aBeplueHMe MacTepa UMNOpPTa CepTUPMKaTOB

CepTudmkaT ByaeT UMNOPTMPOBaH NOCE HEXaTUS KHONKKM “ToToB0 ",

CepTudmkaT

loToso OtmenHa

O6patu «XpaHwiuile cCepTUPUKATOB, BEIOPAHHOE MOJB30BaTEIEM» Ta HATUCHYTH
«l'oTOBOY.



Kpoxk 6

VY Bunajaky nomnepeKeHHs CUCTEMH O€3MeKH MOTOAUTUCS 3 BCTAaHOBJICHHAM CepTH]IKATY,
Ha MUTaHHA «BbI XOTUTE YCTAaHOBUTH CEPTUPUKAT?» HATUCHYTHU «/[a».

MpeaynpexaeHne cucTembr BesonacHocT

Byaet yctaHosneH ceptudukar ot ueHtpa ceptudukaumnm (LC),
! NPEACTaBNAOLLNIA:

AS Client-UZ

Windows He ygaeTca npoBepuTs, 4TO CEPTUHUKAT AENCTBUTENBHO
nonyyen ot "AS Client-UZ". O6partutecs k "AS Client-UZ" gna
NOATBEPAEHNA Nponcxoxaerna ceptudukara. B xoae 3toro npouecca
BaM NPUrOANTCA CNEAYIOLLIEE SHAYEHME:

Otneyatok (shal) : 76CE8834 ECACT9B5 68AE03CD 40553686 E254B2E3

Mpeaynpexgexne:

Ecnu Bbl ycTaHoBuTE 3TOT KOpHEBOI cepTudukar, Windows Byaer
3BTOMaTH4ECKM AOBEPATL Nt0BOMY CEpTUPUKATY, BBIAZHHOMY 3TUM
LUC. ¥cranoeka cepTudmnkata ¢ HENOATEEPHKAEHHBIM OTNEYATKOM
NpeACTaBnseT puck ansa GesonacHocTn, Ecam ebi Haxkmere kHonky "Ja",
Bbl NPUHMMAETE Ha CeBa 3TOT pUcK.

Bbi xoTuTe ycTaHOBUTSL 3TOT cepTudukat?

Kpoxk 7

Macrep umnoprta ceptudukaTtos X

0 MMI‘IOpT YCMELIHO BbINOAHEH.

—

Hatncnytn «OK».



HEPEBIPKA HASABHOCTI OHOBJIEHOI'O CEPTU®IKATY

— B Internet Explorer

«Cepsuc» — «CBoiicTBa Opay3epa» — 3akiaaka «CoaepkaHue» — KHOIKa

«Ceprtudukars» —3aknaaka «/{oBepeHHbie KOPHEBBIC IIEHTPHI CEPTHPUKALTUN

Ceptudmkatel

X

HasHaveHue:

[ <Bcex

z)

J0BEPEHHbIE KOPHEBBIE UEHTPbI CEPTHBMKAUMM | AosepeHHbIe M3aaTenM | MaaaTend, He ¢ | *
P A A, 5 L)

KoMy BblaaH

= ApplicationCA2 Root
B4 A5 Client-UZ

Kem BblaaH

ApplicationCaA
APpigationCAZ Root
A5 Clir nt-UzZ

Cpok ae...
12.12,2017
12,03.2033
18,12,2037

MoHATHOE MMA

Japanese Gover...
GPKI Application...
<HET =

HazHaqeHnA cepTrdmkaTa

<Bcex

CalEEY Root Ci HEX Root CA 18.10.2030  Athex Root CA
[5latos TrustedRoot 2... Atos TrustedRoot 2011 01.01.2031  Atos TrustedRoo. ..
)a-Trust-Qual-03 A-Trust-Qual-03 25.04.2018  A-Trust-Qual-03a
S Jautoridad Certifica...  Autoridad Certificador... 08.05.2025  Secretaria de Ec...
[l autoridad Certifica...  Autoridad Certificador...  29.10.2031  Autoridad Certifi...
) autoridad de Certifi... Autoridad de Certifica... 14.06.2030 Autoridad de Ce... ~
[ MMNOPT. .. ] [ SKCNOPT ..\ ] l YaanmTe

MNoapofHee o cepTrbmKaTax

B Chrome

Memto (3 «kpanku» 3Bepxy npaBopy4) — «HanamryBanas» — «KoHpiIeHIIHHICTD 1
oesneka» — «besneka» — «KepyBaHHs ceptudikaTaMuy» — 3akiaaka «JloBepeHHbIe
KOPHEBBIC TICHTPHI CEPTUDUKATTAN

wCepmd)m(a’rbl

HazHauqeHue: [ <Bce>

*)

A0BEPEHHBIE KOPHEBBIE UWEHTPbI CEPTHHHKAUNH IAOBepeHthe usaatenu | Msaartenu, He ! l ks

54 AS Client-UZ

A5 Clie t-UZ

18,12,2037

Komy BblaaH Kem BblaaH Cpok ae...  [oHATHOE MMA A

E»]Application CA G2 Application CA G2 31.03.2016 Japan Local Gov... il

=) applicationCa ApplicationCa 12.12.2017 Japanese Gover...
grApplicationCAZ Root  — ApmlicationCA2 Root 12.03.2033 GPKI Application. ..

i H Root CA 18.10.2030  Athex Root CA
[ ]atos TrustedRoot 2. Atos TrustedRoot 2011 01.01.2031  Atos TrustedRoo...
Sa-Trust-Qual-03 A-Trust-Qual-03 25.04.2018  A-Trust-Qual-03a
[ )autoridad Certifica...  Autoridad Certificador... 08.05.2025  Secretaria de Ec...
[ autoridad Certifica...  Autoridad Certificador...  29.10.2031  Autoridad Certifi... ~

[ MMNOPT... ] [BKCHODT...

J[ Yaanmte J

HazHaueHna cepTudmrkaTa

<Bce>

MNoapobHee o cepTubmkaTax

AononHnTEneHD




Jloaa opay3epa Mozilla Firefox

1. 3aBaHTa)xxyeMo apxiB 3 HOBHUM CEPTH(PIKATOM «cacert-new.zip», po3naKoByeMO HOTro
Ta 30epiraemo (aiin «cacert-new-ex20371218.der» Ha koM 10Tep (HapUKIad, Ha
Po6ounii ctin).

2. B Mozilla Firefox 3axomumo B cxoBuiie cepTudikaTiB (Hanpukiam, B Bepcii 39.0 3a
nocunanasam «Muctpymentst — Hactpoiiku — Jlonomautenbubie — CepTuduKaTh —
[IpocMOTp cepTUPHUKATOBRY).

3axonumo B 3aknaaky «LleHTpsl cepTudukanumy, HaTuckaemo "MmmopTupoBats",
obupaemMo 30epexenuii daiin «cacert-new-ex20371218.dery», Harruckaemo
«OTKpbITHY. O0paT «JloBepATh NpU UACHTU(PUKAIINN BEOCAUTOBY.

Bam npegnaratoT goBEpATE HOBOMY LEHTpY cepTudimkanmm (CA).

Bel xotuTe gosepAte «AS Client-UZs ana cnegyrowm: HasHaqeH AT

b [loBepATE Npy naeHTHdMKALMK BeB-caiiTos,

[7] AoBepaTe Npu MAEHTHQMKALAN NoABI0BATENE JAEKTPOHHDN NOYTLL,

Mepen Tem, Kak CNPEAENUTLCA C AOBEPUEM K 3TOMY LEHTPY, PEKCMEHAYETCA NPOBEPNTE EMC
CEPTHHNKAT, NOAUTUEY M NPoUEypbl (ECNW BOIMOMHD),

MposepnTe CEpTMgUEAT LEHTPA

ok || omena |

B mepeniky «llentpsl cepruduxamum» y rpym «UZ» mae Oyt ceprudikar
«AS Client-UZ».

r 2
Ynpasnervie cepTudukaramu @

| Bawun cepmttmxarmll‘ho,qw | Cepaepei | Lientpsi cepruukaumm | lpyrue

¥ Bac xpanarca cep c ana [ LEHTPOB CEp

Wna ceprudurata YcTpoiictso sawTel ]
Certum CA Builtin Object Token
Certum Level IV CA Moaynb sawmtsl
Certum Level IV CA Mogaynb sawuTs!
4Unizeto Technologies S.A.
Certum Trusted Network CA Builtin Object Token
Yandex CA Mogyns sawpsl
aUZ
| AS Clidg-UZ Mogyns sawTst

aVeriSign, Inc.

Symantec Class 3 Secure Server SHA256 SSL CA Mogyns sausi

Symantec Class 3 EV SSL CA - G3 Mogyns sawuts!
Symantec Class 3 Secure Server CA - G4 Mogyns 3awuTel =
Symantec Class 3 EV SSL CA - G2 Moayns sawuts!

e e e e




[Tpu noagiitHoMy HaTtuckanHi Ha «AS Client-UZy» 3’sIBisieTbCs BIKHO 3 TEPMIHOM
aii — no 18.12.2037:

Npocmorp ceprudmkara:"Client-UZ CA" =5
OcHosHoe | MogpobHocTit
Ynpasnerve ceprudukarami =
Danniii 66in ana i
BaLum ceprudmKatel IJ'lvoAnI Uenp ceprudukaum SSL
¥ Bac xpansTca ceprudmkal Kowmy sbigano
Obee uma (CN)  AS Client-UZ
Vma ceprudmkara Oprasmsauna (0)  UZ ]
Certum CA Moapasaenenme (OU) <He Aenserca uacTsio ceprudukara> 2
Certum Level IV CA Cepiibiii Homep  00:D2:05
Certum Level IV CA ki
4Unizeto Technologies S.A O6uee uma (CN)  AS Client-UZ
Certum Trusted Netwol)| | Oprawmsauna (0)  UZ
Yandex CA Moapazaenenue (OU) <He nenserca uactsto ceprudukara>
auz Cpaxaniicmun
AS Client-UZ leficremrenenc 11052021
aVerisign, Inc. Deiicreurenenno  [ERERIE]
Symantec Class 3 Secuf|| | Ornewarcn
Symantec Class 3 EV S Orneustox SHA.256 FC:61:35:F3:24:BA:ES:76:78:EE:31:28: 9R:57:99:98:
S TS 21:FC:88:94:5B:93:3B: 9. :E9:53:E0:2 :07 E
it L3
e Orneuatok SHAL  76:CEB8:34:EC:AC:T9:B5:68:AE03:CD:40:55:36:86:2:54:B2E3
Symantec Class 3 EV 5§
|

[Ticns oHOBIIEHHS cepTU(diKaTy 3aKpUiTe Opay3ep Ta 3aiIiTh 3HOBY.



